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One	of	the	main	problems	of	emergency	management	in	case	of	damage	reported	by	
historic	buildings	after	an	earthquake	is	represented	by	immediate	damage	
assessment.		In	fact,	nowadays	it	is	not	possible	to	use	techniques	other	than	the	
personal	evaluation	carried	out	by	first	responders.		

The	purpose	of	this	paper	is	to	illustrate	a	proper	3D	imaging	technique	to	improve	
damage	restorations,	showing,	as	a	case	study,	what	has	been	done	and	what	is	going	on	
in	the	Papal	Basilica	and	the	Sacred	Convent	of	Saint	Francis	in	Assisi,	Italy.

INTRODUCTION
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The	problem	of	accessing	and	
ensuring	safety	after	
earthquakes	-	the	“red	area”	
problem”	
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INTRODUCTION

Definition	of	the	context	

One	of	the	main	problems	of	emergency	management	in	case	of	damage	reported	by	historic	
buildings	after	an	earthquake	is	represented	by	immediate	damage	assessment.	At	the	moment,	it	is	
not	to	use	techniques	other	than	the	personal	evaluation	carried	out	by	rescuers.	However,	since	in	
many	cases	it	is	necessary	to	estimate	the	deformations	and	displacements	of	structures	based	on	
objective	values	within	a	brief	time,	the	Department	of	Fire	Corps	of	the	Italian	Ministry	of	the	
Interior	and	the	research	sector	have	started	to	study	alternative	solutions,	using	innovation	
technologies.	

One	of	the	methods	under	study	is	represented	by	the	use	of	3D	images	of	the	buildings	acquired	
before	the	events	and	their	comparison	with	similar	images	acquired	after	the	events.
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Emergency	managements	needs	

The	management	of	the	emergency	in	the	calamities	that	concern	the	cultural	heritage	constitutes	a	
discipline	not	sufficiently	studied	at	international	level.	In	fact,	there	are	not	many	countries	where	a	
rescue	agency	is	frequently	interested	in	securing	cultural	or	historical	heritage	damaged	by	natural	or	
anthropogenic	events.	

In	Italy,	the	wide	availability	of	the	historical	artistic	testimonies	spread	throughout	the	national	
territory	and	the	presence	of	hydrogeological	and	seismic	risk	factors	on	almost	the	entire	territory	
have	led	the	National	Fire	Corps	(Italian	acronym:	CNVVF)	to	define	over	the	years	more	specifics	skills	
concerning	the	securing	of	damaged	cultural	heritage.	

In	particular,	the	seismic	events	that	hit	central	Italy	in	2009	and	in	2016	highlighted	the	need	to	have	
personnel	able	to	operate	in	emergency	conditions	with	specific	operating	procedures	to	shore	up,	as	
soon	as	possible,	the	most	part	of	buildings	to	allow	the	following	repair	and	restoration	activities.	
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The	needs	in	brief:		

Earthquakes	damages	(as	other	sudden	structural	damages)	that	involve	
Cultural	Heritage	buildings	need:	

‣an	accurate	and	quick	assessment	of	the	stability	of	the	buildings	
‣That	people	allowed	to	work	within	the	damaged	areas	possesses	such	
capacity
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Assisi	is	located	in	the	Umbria	region,	in	the	center	of	Italy,	about	180	km	from	Rome.	
It	is	reachable	from	Rome	by	car,	bus	or	train	in	less	than	2	hours.
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Papal	Basilica	and	Sacred	Convent	of	St.	Francis	in	Assisi	(UNESCO	world	heritage)	in	Italy	
are	worldwide	famous	for	the	cultural	heritage	and	for	being	the	sites	of	plenty	of	
international	meetings	regarding	peace	and	dialogue	between	different	religions.
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St.	Francis,	protector	of	the	poor	and	all	of	God's	creatures	didn't	
come	from	the	background	you	might	expect.	He	was	from	a	well	
to	do	merchant	family.	

He	wrote	the	Canticle	of	the	Creatures	shortly	before	his	death.	
His	passion	for	the	holiness	of	everything	on	Earth	has	made	him	
the	patron	saint	of	animals	and	ecology.	He	preached	the	gospel	
to	birds	and	animals	and	had	a	charisma	which	captured	the	heart	
of	all	who	heard	him	speak,	including	the	animals.		

According	to	his	early	biographers,	Jesus	spoke	to	him	and	told	
him	he	should	rebuild	the	church	and	live	a	life	of	poverty.	

He	founded	the	Franciscan	order	after	seeing	the	disgraceful	way	
the	church	was	living	decadently	while	many	of	the	people	they	
served	were	living	their	lives	in	poverty.	He	broke	away	to	live	as	
Christ	had	live,	spreading	the	gospel	and	helping	those	who	
needed	the	spiritual	guidance.	

He	lived	a	modest	but	happy	existence	and	in	1224	after	having	
another	vision,	marks	appeared	on	his	hands	and	sides.	The	
stigmata	of	Christ,	or	symbols	which	were	similar	to	those	marks	
left	on	the	body	of	Christ	from	the	crucifixion.	

Francis	of	Assisi	was	canonized	just	two	years	after	his	death	by	
Pope	Gregory	IX.	

St.	Francis	(detail	from	
Madonna	in	Majesty	with	
the	Child)	by	Cimabue	(1240	
–	1302	AD)
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The	Basilica	dedicated	to	Saint	Francis,	is	divided	into	two	large	churches	on	two	different	
levels,	Lower	Basilica	and	the	Upper	Basilica,	following	the	hill	slope.	This	is	surrounded	by	two	large	
arcades	visible	from	afar;	these	were	built	to	retain	the	hillside	during	the	construction	of	the	church.
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The	Basilica	dedicated	to	Saint	Francis,	is	divided	into	two	large	churches	on	two	different	
levels,	Lower	Basilica	and	the	Upper	Basilica,	following	the	hill	slope.	This	is	surrounded	by	
two	 large	 arcades	 visible	 from	 afar;	 these	 were	 built	 to	 retain	 the	 hillside	 during	 the	
construction	of	the	church.
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But	why	two	churches?	It	is	normal	for	the	relics	of	theater	a	Saint	to	be	placed	in	a	crypt,	
however,	in	this	case,	an	entire	church	was	built	to	hold	them:	the	Lower	Basilica.	The	lower	
church	resemble	the	Romanesque	style,	it	is	very	austere,	short	and	has	large	cross	vaults	set	
on	massive	pilasters	to	support	the	weight	of	the	upper	church.

The	present	day	shape	dates	back	to	18th	century;	at	this	time	side	chapels	and	entrance	atrium	
were	added	to	the	single	nave	Romanesque	structure,	windows	were	bricked	up,	a	change	
which	gives	the	light	here	a	special	glow.
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Construction	works	for	the	impressive	Upper	Basilica	were	started	in	1228	by	Pope	Gregory	IX.	
The	Church	was	finished	25	years	later	thanks	to	the	work	of	the	best	architects	and	painters	
such	as	Giotto	of	that	time	and	became	a	model	spreading	the	Gothic	style	all	over	Italy.
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The	body	of	the	Saint	was	placed	 in	a	sarcophagus	below	the	high	altar	with	his	
dearest	companions	placed	in	the	four	corners	of	the	crypt.
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It	is	no	coincidence	that	the	Basilica	is	composed	of	two	superimposed	churches	and	
used	for	official	celebrations,	hosting	the	Papal	throne	in	the	apse:	the	same	layout	
as	in	Saint	Chapelle	in	Paris,	also	a	Papal	Chapel.
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Assisi	hosts	frequently	world	meeting	for	peace	and	dialogue	between	different	religions	
according	to	the	“Spirit	of	Assisi”.	(Pope	John	Paul	II)

Meeting	with	Pope	John	Paul	II
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Assisi	hosts	frequently	world	meeting	for	peace	and	dialogue	between	different	religions	
according	to	the	“Spirit	of	Assisi”

Meeting	with	Pope	Benedictus	XVI
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Assisi	hosts	frequently	world	meeting	for	peace	and	dialogue	between	different	religions	
according	to	the	“Spirit	of	Assisi”.

Meeting	with	Pope	Francis
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The	Community	of	Minor	Conventual	Friars	of	the	Sacred	Convent	of	Assisi
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Safety	&	Security	management	for	any	kind	of	organization	represents	a	
fundamental	element	for	the	prevention	incidental	event	and/or	voluntary	attacks	
against	people	and	tangible	and	intangible	assets.	Due	to	the	continuous	growth	
and	variation	of	threats,	safety	&	security	management	needs	continuous	updating,	
using	more	and	more	powerful	and	flexible	tools,	which	need	to	be	integrated	by	
means	of	a	multidisciplinary	approach,	keeping	into	consideration	economic	
aspects	that	must	optimized	from	the	cost/benefit	point	of	view.

It	is	necessary	to	use	a	wide-range	approach	that,	thanks	to	its	versatility,	allows	for	the	realization	of	an	
integrated	multidisciplinary	model	for	safety	&	security	management	(IMMSSM)	that	can	be	supported	by	a	
proper	integrated	technological	system	framework	(ITSF).

Integrated	technological	systems	represent	powerful	
tools	to	provide	solutions	capable	of	supporting	safety	&	
security	management	in	an	efficient	manner.	It	is	
necessary	to	use	a	wide-range	approach	that,	thanks	to	
its	versatility,	allows	for	the	realization	of	an	integrated	
multidisciplinary	model	for	safety	&	security	management	
(IMMSSM)	that	can	be	supported	by	a	proper	integrated	
technological	system	framework	(ITSF).
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DESCRIPTION	OF	THE	INTEGRATED	MULTIDISCIPLINARY	MODEL	FOR	SAFETY&SECURITY	MANAGEMENT	

A	 proper	 integrated	

multidisciplinary	 model	

for	 safety	 &	 security	

management	 (IMMSSM)	

has	 been	 studied	 to	

represent	a	general	model	

useful	 for	 the	majority	 of	

organizations,	 and	 it	 is	

shown	in	figure	below.
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THE	IoE	BASED	INTEGRATED	TECHNOLOGICAL	SYSTEM	FRAMEWORK

To	support	all	the	necessaries	IoE	services	and	the	IMMSSM,	it	is	necessary	to	have	a	
proper	Integrated	Technological	System	Framework	(ITSF)	that	is	capable	of	ensuring	the	
full	functionalities	of	the	IMMSSM	with	high	flexibility	and	modularity.	It	is	possible	at	
anytime	to	translate	any	eventual	modification	of	the	IMMSSM	into	a	fast	and	low-cost	
modification	of	the	ITSF.

This	aim	can	be	achieved	by	using	integrated	systems	and	new	technologies,	such	as	
Internet	of	Everything	(IoE),	capable	of	connecting	people,	things	(smart	sensors,	devices	
and	actuators;	mobile	terminals;	wearable	devices;	etc.),	data/information/knowledge	and	
processes	to	reach	the	desired	goals.
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DESCRIPTION	OF	THE	IoE	BASED	INTEGRATED	TECHNOLOGICAL	SYSTEM	FRAMEWORK

The	IMMSSM	can	be	supported	by	a	proper	ITSF	whose	general	scheme	is	shown	below

The	 system	 is	 characterized	 by	 high	 modularity	 that	 allows	 adding,	 at	 any	 time,	 any	 device,	
element,	system	etc.	to	be	integrated	in	the	IoE	system.	
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The	system	is	based	on	a	triple	separated	loop-wired	optical	fibre	backbone	network	to	ensure	the	
physical	and	logical	separation	between	integrated	system	services	and	visitor’s	services.	The	different	
wired	networks	serve	the	different	access	points	that	ensure	Wi-Fi	services	to	security	and	control	
personnel,	internal	personnel	and	visitors,	increasing	the	security	level	of	the	communication	and	the	
protection	of	the	system	against	cyber-attacks.	

DESCRIPTION	OF	THE	IoE	BASED	INTEGRATED	TECHNOLOGICAL	SYSTEM	FRAMEWORK
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The	system	is	capable	of	of	connecting	people	(security,	safety	&	emergency	personnel,	control	
personnel,	maintenance	personnel,	visitors,	etc.),	devices	(sensors,	devices	and	actuators,	mobile	
terminals,	wearable	devices	etc.),	data/information/knowledge	and	processes,	actual	and	futures,	
guaranteeing	high	modularity	and	expandability,	considering	them	as	“IoE	objects”	and	communicating	
with	all	the	“IoE	objects”,	signalling	any	dangerous	or	critical	situation	to	the	operators	(personnel	in	
the	control	room,	security	personnel,	maintenance	personnel,	Police,	Fire	Brigades,	Civil	Protection,	
etc.),	in	real	time,	using	any	kind	of	communication	medium.

DESCRIPTION	OF	THE	IoE	BASED	INTEGRATED	TECHNOLOGICAL	SYSTEM	FRAMEWORK
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A	proper	privacy-compliant	app,	designed	for	the	site,	can	be	installed	directly	by	safety,	
security	and	emergency	personnel,	internal	personnel	and	visitors	on	their	mobile	terminals	.

This	app	allows	access	to	all	services	planned	for	the	user	
profile	(general	and	augmented	reality	information,	security	&	
safety	information,	positioning	services	useful	for	emergency	
management,	VoIP	services	for	ordinary,	security	&	safety	and	
emergency	communications	with	the	related	personnel,	etc.)	
and	allows	the	system	to	consider	the	mobile	terminals	as	
“IoE	objects”	to	reach	the	specific	desired	goals	of	the	
considered	organization.

Thanks	to	the	app,	it	is	possible	to	position	people	using	both	GPS	system	of	mobile	
terminals	and	the	Wi-Fi	positioning	capability	of	the	system.	it	is	possible	to	have	useful	
information	for	site	statistics	(followed	visiting	routes,	permanence	time,	etc.)	and	it	is	
possible	to	manage	an	eventual	emergency,	communicating	directly	with	people,	if	
necessary,	using	the	text	and	VoIP	functionalities	of	the	app.

DESCRIPTION	 OF	 THE	 IoE	 BASED	 INTEGRATED	 TECHNOLOGICAL	 SYSTEM	
FRAMEWORK
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For	security	reasons,	the	IoE	visitor	services	are	hosted	by	a	different	redundant	server	
connected	in	a	secure	way	to	the	IoE	server:	this	way,	the	main	IoE	server	does	not	allow	visitor	
access,	thus	reducing	the	possibility	of	cyber-attacks	against	it.	The	main	server	can	in	any	case	
access	the	internal	personnel,	the	visitors	network	and	visitors	server	in	a	secure	manner,	thanks	
to	the	firewall	/	intrusion	detection	system	/	anti-viruses	that	connect	the	related	separated	
networks,	to	best	provide	the	IoE	services.

The	system	is	also	endowed	with	a	reliable	and	resilient	remote	
communication	system	capable	of	using	satellite	and	cellular	
connections	capable	of	operating	even	in	the	case	of	catastrophic	
events	such	as	earthquakes,	floods,	fires,	etc.	

The	integrated	system	has	been	designed	to	be	modular	and	
expandable.	It	allows	for	local	and	remote	access	by	means	of	fixed	
consoles	or	mobile	terminals,	using	proper	authentication	procedures	
to	avoid	unauthorized	accesses	to	the	system.	

The	ITFS	is	also	capable	of	controlling	flying	drones	for	safety,	security	and	emergency	
management.

DESCRIPTION	OF	THE	IoE	BASED	INTEGRATED	TECHNOLOGICAL	SYSTEM	FRAMEWORK
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The	ITFS	is	characterized	by	a	distributed	intelligence,	supervised	by	a	central	system	hosted	on	a	
dedicated	redundant	server	located	in	a	proper	protected	room	that	can	be	easily	interfaced	with	
other	systems	to	provide	advanced	services	such	as	IoE.	Thanks	to	the	distributed	intelligence,	in	
case	of	malfunctioning	of	any	central	component,	for	incidental	event	(safety)	or	voluntary	attack	
(security),	the	field	elements	continue	to	work	correctly.

The	ITFS	can	be	controlled	using	fixed	consoles	located	in	the	control	room	or	via	mobile	
terminals,	located	at	any	distance	from	the	site,	using	appropriate	simple	graphic	interfaces	that	
can	personalized	by	the	users.	The	data	that	can	be	accessed	by	the	user	as	a	function	of	his	
profile	-	such	as	alarms,	videos,	actions,	trimming;	graphs,	etc.	-	can	be	managed	as	a	function	of	
his	working	profile,	for	security	reasons.

The	central	system,	hosted	in	the	redundant	
dedicated	system	located	in	a	protected	room,	
acquires	all	the	data	of	the	site,	aggregating	and	
storing	them,	thus	allowing,	in	a	simple	and	
immediate	way.	The	central	system	is	an	open	
platform	so	that	it	can	be	interfaced	with	IoE	
applications.

DESCRIPTION	OF	THE	IoE	BASED	INTEGRATED	TECHNOLOGICAL	SYSTEM	FRAMEWORK
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The	specific	IoE	based	Integrated	Technological	System	Framework	(ITSF)	for	the	considered	
site

Due	to	the	specific	features	of	the	
considered	site	and	due	to	the	need	of	
ensuring	security	/	safety	/	general	
management	and	visitors’	services,	a	proper	
IoE	infrastructure,	characterized	by	a	high	
reliability	and	resilience,	has	been	designed.	
It	is	capable	of	providing	the	requested	
services	in	ordinary	and	critical	conditions.

The	goal	of	the	IoE	based	integrated	technological	system	framework	(IoE-ITSF),	and	of	the	
related	installations	and	devices,	is	to:	
-	Ensure	the	maximum	level	of	security	and	safety	to	people	and	tangible	and	intangible	
assets.	
-	Ensure	the	maximum	simplicity	of	utilization,	using	local	and	remote	automation	systems.	
-	Ensure	the	maximum	level	of	reliability,	resilience	and	flexibility.	
-	Ensure	the	maximum	reduction	of	energy	consumption.	
-	Reduce,	as	much	as	possible,	the	maintenance	costs.	
-	Ensure	the	maximum	level	of	modularity	and	expandability,	including	actual	and	future	
IoE	services,	to	simplify	the	whole	management	of	the	considered	site,	both	in	ordinary	and	
critical/emergency	situations.
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Design	 and	 Development	 of	 IMMSSM	 and	 IoE-	 ITSF	 System	 and	 Initial	
Results

The	methodology	adopted	consists	of	several	
activities	carried	out	both	sequentially	and	in	
parallel,	as	a	function	of	the	available	resources,	
always	considering	the	final	goal.		

Thus,	a	set	of	preliminary	and	fundamental	series	
of	multi-disciplinary	activities	formulated	as	
subsystems	of	the	IoE	system	are	considered.	

These	include:	

1)	Laser	scanning	to	acquire	useful	3D	information	regarding	the	site;	

2)	Building	Information	Modelling	(BIM)	to	have	a	powerful	and	flexible	

informative	tool	for	site	management;	

3)	New	communication	network	that	represents	the	backbone	of	the	IoE	system;	

4)	Risk	analysis	and	assessment,	emergency	management,	disaster	recovery,	

service	continuity;



�35

Design	and	Development	of	IMMSSM	and	IoE-	ITSF	System	and	Initial	Results

5)	Human	Factor	study	and	analysis	to	keep	into	consideration	the	psychological	aspects	
regarding	all	the	IoE	services	provided	both	to	visitors	and	for	personnel	normally	present	for	
site	management,	including	the	Friar’s	community,	to	improve	the	quality	and	the	efficiency	
of	the	IoE	services	themselves	and	of	the	ordinary	signalling	inside	the	site.	These	activities	
imply	also	the	use	of	suitable	tool	for	social	opinion	mining	using	social	network;	

6)	Experimental	microclimate	monitoring	system	of	the	Papal	Basilica;	

7)	New	and	suitable	IoT/IoE	services	for	the	considered	site,	including	Augmented	Reality	
(AR)	and	Virtual	Reality	(VR)	aimed	at	improving	the	visiting	experience	of	the	visitors;	

8)	Biometric	solutions	for	the	considered	site,	with	particular	care	to	privacy	aspects;	

9)	Fluid	dynamic	analysis	of	the	interior	of	the	site	to	improve	the	quality	of	air	with	regards	
to	people	wellness	and	pictures	preservation	plus	further	activities	related	to	the	energy	
management	/	optimization	/	preservation	and	renewable	energy;	

10)	Cybersecurity	aspects	of	the	IoE	system;	

11)	Big	Data,	security	analytics	for	Big	Data	infrastructure,	machine	learning	techniques	for	
the	site.
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Emergency	managements	needs	

Among	the	techniques	of	securing,	the	most	used	is	certainly	
represented	by	the	construction	of	shoring	and	roofing,	to	prevent	
the	seismic	shocks	after	the	first	one,	since	meteorological	events	
can	accelerate	the	destructive	work	in	the	event	of	an	earthquake.	

To	carry	out	these	activities,	however,	the	prerequisite	is	that	the	
level	of	damage	suffered	by	the	structures,	usually	in	masonry,	has	
been	assessed	as	exactly	as	possible	This	assessment,	in	fact,	is	
necessary	both	for	the	safety	of	the	operators	and	for	the	definition	
of	the	type	of	propping	structure	to	be	installed.	

Until	now,	the	assessment	could	only	be	based	on	the	visual	
estimate	of	the	damage	suffered	by	the	structures	by	the	rescue	
personnel.	This	method,	due	to	the	personnel	operating	in	safety	
conditions,	led	to	overestimating	the	extent	of	the	damage.	On	
the	other	hand,	having	precise	assessments	on	the	deformation	
displacements	suffered	by	the	damaged	walls	would	led	to	identify	
the	most	suitable	measures	to	operate	and	define	more	efficiently	
the	material	necessary	to	implement	the	shoring.
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Emergency	managements	needs	

It	is	important	to	note	that	the	National	Firefighters	Corps,	according	to	the	type	of	damage	suffered	
by	a	building,	has	already	made	available	to	the	first	responders	some	manuals	for	the	construction	of	
the	shoring	works	in	emergency.		

These	manuals	(called	STOP	cards)	integrate	the	standard	operating	procedures	and	constitute	
the	most	effective	tool	in	the	management	of	the	emergency,	together	with	the	logistics	chain	that	
makes	it	possible	to	bring	the	material	where	and	when	it	is	needed,	optimizing	the	distribution	when	
these	kinds	of	catastrophic	events	affect	a	wide	area.	
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STOP	cards

Description	of	the	
damage

Geometrical	parameters	
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STOP	cards

Geometric	scheme	
of	the	shoring	
structure

Table	with	predimensioning	
of	the	elements
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STOP	cards

Technical	details
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STOP	cards

After	the	training	of	
hundreds	 of	 fire	
o f f i c e r s	 a n d	
firefighters	
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STOP	cards
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Use	of	3D	images	in	emergency	

What	can	be	a	use	of	innovative	technologies	to	improve	rescue	in	case	of	earthquakes	or	
other	events	that	damage	historic	buildings	or	cultural	interests?	One	possible	answer	is	to	
allow	first	responders	to	acquire	3D	images	of	adequate	accuracy	to	compare	with	
images	of	the	same	damaged	building	parts	acquired	before	the	calamitous	events.	

In	fact,	the	tools	currently	available	are	such	as	to	allow,	even	under	the	point	of	view	of	
economic	sustainability,	the	use	of	equipment	able	to	acquire	images	that	provide	the	3D	
of	the	buildings	by	rescue	teams.	Similarly,	systems	have	been	available	for	years	to	reach	
data	bases	held	in	remote	locations	(cloud	services).	

The	hypothesis	on	which	the	CNVVF	is	working	is	represented,	within	the	STORM	project,	
by	the	realization	of	an	infrastructure	that	allows	to	acquire	at	any	time	the	3D	image	of	
the	part	of	the	building	affected	by	the	event	to	compare	it	with	an	image	detected	during	
the	phases	of	emergency.	This	hypothesis	presupposes	that:	
• a	homogeneous	format	of	the	3D	images	is	available,	
• that	these	3D	images	are	accessible	on	a	computer	infrastructure	available	at	any	time,		
• that	first	responders	can	acquire	and	process	3D	images	on	the	scenario	of	emergency	
and	(d)	that	they	are	able	to	practice	the	comparison	between	the	images	to	appreciate	
the	deformations	suffered	by	the	building.	
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Use	of	3D	images	in	emergency	

The	experimentation	carried	out	within	the	H2020	European	Union	research	project	
STORM	(Safeguarding	Cultural	Heritage	through	Technical	and	Organisational	Resources	
Management)	has	shown	that	actually	there	are	no	technological	obstacles	to	the	
development	of	such	operating	procedure.	A	possible	application	case	is	represented	by	
the	Papal	Basilica	and	Sacred	Convent	of	Assisi	in	Italy	which	has	been	severely	damaged	
by	the	1997	earthquake,	due	the	high	seismic	risk	of	the	area.		

In	the	considered	site	a	plenty	of	activities	have	already	started	and	are	still	going	on,	such	
as	laser	scanning,	to	set	up	a	proper	Integrated	Multidisciplinary	Model	for	Safety	and	
Security	Management	(IMMSSM)	and	Integrated	Technological	System	Framework	based	
on	Internet	of	Everything	(IoE-ITSF)	to	support	it.	

The	IoE-ITSF	can	also	support	the	realization	of	a	proper	integrated	3D	image-based	tool	to	
let	the	CNVVF	understand	faster	and	more	accurately	the	degree	of	safety	of	the	
structures	in	case	of	emergency.
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Laser	scanning	and	BIM	(Building	Information	Modelling)

With	this	multi-disciplinary	
work,	an	international	group	
started	working	remotely,	first	
of	all	with	a	laser	scanning	
activity	of	the	Papal	Basilica	
and	of	the	Tomb.		

This	is	aimed	at	obtaining	a	3D	
model	of	it	that	is	going	to	be	
translated	into	a	Building	
Information	Modelling	(BIM)	
and	to	use	a	powerful	tool	for	
all	the	necessary	activities,	
including	safety,	security	and	
emergency	management.	

This	activity	is	fundamental	
due	to	the	presence	of	strong	
architectural	restrictions,	
which	requires	to	take	
particular	care	in	the	
installation	of	wires	and	
devices.	
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Laser	scanning

Surveys	with	the	laser	scanner	of	St.	Benedict's	
Basilica	-	Norcia	*	
*	STORM	field	test
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Laser	scanning
Surveys	and	monitoring	of	Diocleziano’s*	thermal	baths	with	

Laser	Scanner	and	Interferometer-	Roma	
*	STORM	pilot	site
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Laser	scanning

a)	Use	of	the	Laser	Scanner	for	high	precision	three-dimensional	measurements.	
detection	of	the	position	of	points	at	high	speed	(creation	of	point	clouds)	
software	processing	of	laser	scanner	data	(3D	models	and	solid	images)	
laser	scanner	data	processing	(search	for	markers,	alignment	of	adjacent	trid	patterns,	
georeferencing	of	clouds	in	a	known	external	reference	system)	
dressing	of	the	clouds	with	digital	images	acquired	during	the	survey	

b)	Use	of	innovative	systems	based	on	interferometric	radar	technology	

c)	Use	of	radar	systems	for	the	detection	of	voids	or	structural	discontinuities

Surveys	and	monitoring	of	Diocleziano’s*	
thermal	baths	with	Laser	Scanner	and	

Interferometer-	Roma	
*	STORM	pilot	site
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Microclimate	monitoring	system

An	activity	in	parallel	relates	to	an	experimental	microclimate	monitoring	system	(MMS)	of	the	Papal	
Basilica,	based	on	suitable	microclimate	monitoring	modules	(MCMM).	It	has	been	studied	and	realized	
and	its	architecture	is	shown	in	figure	below.	

The	MMS	is	aimed	at	controlling	the	microclimate	conditions	to	avoid	reaching	critical	conditions	that	
could	activate	damaging	processes	of	the	unique	frescos	of	the	Basilica.	

This	system	is	able	not	only	to	monitor	in	real	time	the	microclimate	but	also	to	forecast	the	future	
microclimate	as	a	function	of	the	actual	situation,	thanks	to	a	proper	designed	artificial	neural	network	
(ANN)	so	that	it	can	send	this	information	to	the	SMS-IoE	that	is	going	to	be	realized	and	which	can	
activate	all	the	necessary	countermeasures	such	as	reduce	the	number	of	visitors,	activate	proper	
cooling/fanning	systems	etc.
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Design	and	Development	of	IMMSSM	and	IoE-	ITSF	System	and	Initial	Results	–	Human	Factors

new	and	suitable	IoT/IoE	services	for	the	considered	site,	
including	Augmented	Reality	(AR)	and	Virtual	Reality	(VR)	
aimed	at	improving	the	visiting	experience	of	the	visitors.

cybersecurity	aspects	of	
the	IoE	system

biometric	solutions	for	the	
considered	site,	with	particular	care	
to	the	privacy	aspects.

fluid	dynamic	analysis	of	the	interior	of	the	site	to	improve	the	quality	of	air	with	regards	
to	people	wellness	and	pictures	preservation	plus	further	activities	related	to	the	energy	
management	/	optimization	/	preservation	and	renewable	energy.

with	the	aims	of	reaching,	step	by	step	and	with	the	contribute	of	all	the	people	and	subjects	that	are	
working	on	it,	the	desired	goals

Big	Data,	security	analytics	for	Big	Data	infrastructure,	
machine	learning	techniques	for	the	site	etc.,	

Further	work	is	devoted	to:
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THE	Proposed	3D	imaginG	system	TO	IMPROVE	damage	restorations	

Introduction	and	purpose	

The	purpose	of	the	proposed	system	is	to	allow	the	Italian	National	Fire	Corps	(CNVVF)	
personnel	to	use	3D	images	to	improve	one	of	the	most	critical	aspects	of	rescue	
interventions	involving	any	kind	of	buildings.	In	fact,	when	first	responders	are	called	in	case	of	
earthquake	or	risk	of	collapse	of	a	building,	they	must	rapidly	assess	the	stability	of	the	structure.		

In	such	case,	ordinary	tools	are	not	useful,	and	it	is	necessary	to	find	more	suitable	tools.	
Nonetheless,	an	evaluation	must	be	done,	due	to	the	risk	for	people	or	cultural	heritage.	From	
this	point	of	view,	the	STORM	project	research	is	testing	the	viability	of	using	the	already	existing	
laser	scanning	data	of	the	considered	site	and	repeat	again	such	activities	to	compare	the	results	
with	already	existing	results.		

Any	variation	derived	rapidly	on	the	site	from	the	comparison	could	immediately	provide	useful	
and	first	level	information	regarding	possible	damages.		

Further,	since	the	IoE-ITSF	of	the	considered	site	is	designed	to	be	reliable	and	resilient,	it	could	
support	CNVVF	providing	not	only	in	real	time	all	the	data	necessary	for	laser	scanning	data	
comparison	but	also	powerful	tools	for	emergency	management,	as	illustrated	above.
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THE	Proposed	3D	imaginG	system	TO	IMPROVE	damage	restorations	

The	integrated	system	for	3D	imaging	technique	to	improve	damage	restorations
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THE	Proposed	3D	imaginG	system	TO	IMPROVE	damage	restorations	

The	purpose	of	the	proposed	
integrated	system	is	represented	by	the	
possibility	of	comparing	3D	images	
collected	via	laser	scanning	before	the	
possible	damage	with	the	images	that	
the	first	responders	(in	this	case,	
CNVVF)	acquire	on	the	rescue	scenario	
using	their	own	instruments.	

The	integrated	system	has	been	
designed	to	be	applicable	even	in	other	
contexts,	to	represent	a	new	and	
general	framework	for	this	kind	of	
applications	since	it	can	operate	with	
the	support	of	local	and/or	remote	
subsystems	but	even	in	a	stand-alone	
modality,	ensuring	an	elevated	level	of	
reliability	and	resilience.
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THE	Proposed	3D	imaginG	system	TO	IMPROVE	damage	restorations	

As	it	is	possible	to	see,	the	IoE-ITSF	and	
the	Remote	Control	Centre	for	
Emergency	Management	(RCCEM)	are	
connected	both	in	ordinary	and	
emergency	conditions,	using	the	
multiple,	reliable	and	resilient	
communication	channels	(ground	
ADSL,	cellular	and	satellite	
connections)	already	available	in	the	
IoE-ITSF	itself.	

3D	laser	scanning	images	(3DLSIs)	are	
available	both	locally,	properly	stored	
by	the	IoE-ITSF,	and	remotely,	since	
there	can	be	a	back-up	in	the	RCCEM.	
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In	case	of	emergency,	all	the	pre-event	
3DLSIs	are	properly	transferred	into	the	
mobile	units	of	emergency	personnel	
that	must	give	first	responds	on	the	
field,	to	be	sure	that,	when	they	reach	
the	site,	all	the	necessary	data	for	
comparison	are	available.		

Anyway,	they	can	always	exchange	data	
and	information	using	the	remote	
communication	channels	of	the	RCCEM	
(ground	ADSL,	cellular,	satellite	
connections	or	proprietary	wireless	
network)	or	the	suitable	on-site	
wireless	connection	of	the	IoE-ITSF.
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THE	Proposed	3D	imaginG	system	TO	IMPROVE	damage	restorations	

In	this	way,	a	part	the	fundamental	use	of	local	
wireless	network	of	IoE-ITSF,	and	all	the	
related	advanced	IoE	services	illustrated	
before	(to	actuate	all	the	necessary	
emergency	operations),	once	the	CNVVF	
personnel	have	done	all	the	necessary	post-
event	3DLSIs,	they	can	start	immediately	the	
comparison	using	the	local	computation	
resources	of	the	IoE-ITSF.		

If	the	IoE-ITSF	wireless	connections	is	not	
available,	due	to	strong	possible	damages	of	
the	catastrophic	event,	they	can	try	to	use	the	
other	communication	channels	with	the	
RCCEM	to	send	data	to	be	compared.	If	these	
last	channels	are	not	available,	they	can	
always	use	their	mobile	terminals	or	
computation	resources	carried	on	the	site	to	
do	all	the	necessary	comparison	operations.	
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THE	Proposed	3D	imaginG	system	TO	IMPROVE	damage	restorations	

Thanks	to	the	proposed	integrated	architecture	that	uses	IoE-ITSF,	RCCEM	remote	resources	and	local/
mobile	resources,	working	according	to	the	procedures	illustrated	above,	it	is	always	possible	to	execute	
the	necessary	comparison	between	the	3D	laser	scanning	images	before	the	event	and	after	the	event,	so	
that	it	is	possible	to	evaluate	for	the	first	responders	any	risk	from	the	structural	point	of	view	in	a	fast	and	
reliable	way.
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In	this	way,	the	rescue	operation	procedures	carried	
out	by	the	CNVVF	will	have	the	possibility	to	benefit	
of	the	integrated	system.		

In	fact,	it	will	be	able	to	provide	in	real	time,	during	
emergency	operations,	among	the	other	data	
processed,	3D	images	acquired	before	the	damages.	

In	particular,	the	specific	scenario	currently	being	developed	in	the	H2020	EU	project	STORM	(https://
www.storm-project.eu),	is	based	on	the	capacity	of:		

acquiring	images	of	the	damaged	parts	of	an	historic	building	by	the	first	responders	through	laser	scanner	
equipment	of	the	CNVVF;		
ensuring	the	CNVVF	to	access,	during	the	emergency,	a	proper	cloud	database	that	can	provide	the	3D	
data	of	the	Papal	Basilica	and	Sacred	Convent	of	Assisi	acquired;	
comparing	the	images	taken	before	and	after	the	damages	occurred,	in	order	to	improve	the	assessment	
of	the	structural	safety	condition	of	the	damaged	parts	and	decide	the	further	activities	to	be	carried	out	
thanks	to	a	deeper	knowledge	of	the	situation	provided	by	the	system.	
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CONCLUSIONS

A	3D	imaging	system	to	improve	damage	restorations	has	been	presented,	together	with	the	case	study	of	Papal	
Basilica	and	Sacred	Convent	of	Assisi	in	Italy.		

The	system	has	been	designed	to	be	applicable	even	in	other	contexts,	to	represent	a	new	and	general	framework	for	
this	kind	of	applications	since	it	can	operate	with	the	support	of	local	and/or	remote	subsystems	but	even	in	a	stand-
alone	modality,	ensuring	an	elevated	level	of	reliability	and	resilience	in	any	situation.	

The	studied	system	can	be	integrated	into	the	system	currently	being	developed	in	the	H2020	EU	project	STORM	
aimed	at	improving	the	assessment	capacity	of	the	CNVVF	in	case	of	structural	damages	of	cultural	heritage	buildings.
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